y

4

special guest stars
nmap's Tuodor
hith's L=221dauxg

LUS | N LN

(c] 2005 wmin zone-hoorog




SOMEWHERE...

WHERE AM I7

PROFESSOR SHROEDPER. ..
“'TL'E JECT IS WAKING LP, -"-f.._

LPHA WAVE LEVEL DROPFED
SUPDPENLY ...

WHAT HAFPENED TO MEF




SO0
 PENTHOTAL
3 LEVEL




- OF, LET'S
BN  ROCK! PASS
N ME THE LASER

GET READY
WITH THE
EXTRABODY

CIRCULATION. WE

NEED TO SLPPORT
,  ALL THE VITAL
" FLNCTIONS

| WILL START

INSERTING A
JUGULAR

_ BYPASS

/3
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TWO HOLRS LATER... [

THE
CIRCLULATION k
IS NOW ENTIRELY EXTRA-",

CORPOREAL. ALL THE 1
TISSUES ARE PROPERLY |

/" EASY WITH
¢ THAT SURGICAL
THREAD, YOLU

ARE NOT IRRORATED, SHALL WE |
L TALORING AN PROCEED WITH THE SPINAL/
XXL SUIT RESECTION PROFESSCR
SHROEDER?
F ps
7 o

o
#

’...-'

.__\‘

e WITHOUT
" HESITATIONS! I AM
\  CURIOUS TO SEE
% THE RESLLTS 4

T |

~ AHHH VERY,
VERY 8000 WE
ARE BECOMING
ARTISTS...

PROFESSOR
SCHROEDER, [
AM NOT HERE
1 TO LISTEN
? i YOUR SELF-
y COMPLIMENTS,
: | WANT
RESULTS

AHH DON'T
/ WORRY MR.
! MATSUMOTO,
WE ARE
. OBTAINING
.~ OUTSTANDING
f\ RESLLTS...

N

A
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H - |u.. > g
=5 PERHAPS ™.
ﬁ | SHOULD LEAVE °
= TO THE BEALITIFLIL
MISS MAJA THE
5 | HOMOE OF
& RETRIEVING THE
. GLASS
. INTERFACE...

, R,
SMATSUMOTO, | AM
¢ PLEASED TO TELL
¥OLU THAT THE
CLUSTERMING _
EXPERIMENT IS S

FIhAL-‘r‘ EEADY TE' . ‘;L

N CHE

t’*":J WWW JONE-H .ORS 2005




HELLO, ME.
MATSLMOTO

z 'Hr_ i
PLEASLURE |T‘=- M h'r: |

b




TIEY OUR
THELESS
NED

i
Cl '-I" F:I-'l"..1|."1|."'
N THE OIL |
FIELD..

LET ME
SHOW YOU
| HOW DOES IT

(o) W




* THE CLUSTERMING ARRAY HAS BEEN
BUILT TQ BE A POWERFLUL MILITARY

IT EXPLOITS THE CAPABILITY OF INDIVIDUALS IN
SATHERING INFORMA ?'.-f{:'.-'s'n" LUSING DIFFERENT

~| APFRCACHES AND

[ |. i - = ; L} .:- | #il g |'I
‘I" | i \ | L _‘. LE. . Y
ih | B ,_ll.'.1 ol - ll-ll'.'|--1 ’ “
o i‘E'LL-:II - "1 e oL -~ ,f“ : II" -n--."r
o 4 s e L0 e o OB R - |f
v T ; r. ¥ SEOYL 1R f -
1“"!. ; " 1 l" _-|.- f. - - L
THEIR BRAINS CONNECTED AND LIS S i & :
INTEREACED IN A CLUSTER etll TOURNALISTS HAVE
MANASED BY A CENTRALIZED T A ML vl THE TASKS TO
S et | | SERE ickeh Saans |- 1 gl £A5155 B0 uaTon
7O PERFORM ASSIGNED TASKS | SouRCES, HAckers [
= MUST VIOLATE :
- sseenl \ : WHILE SCIENTISTS
o g EArK BRAN 1S BRAINS MUST VERIEY
~ | ARTIEICIALLY THE CREDIBILITY OF
SLISTAINED. AND 1S EFRTT T THE COLLECTED DATA |
e INTEREACED N AL R E
THROLISH DIRECT TR
1 - IMPLANTED NELIRAL .(.*-;;., PRI .-
\ S CONNECTIONS TO Wk g oy
| & THEIR NATLIRAL o A, AR s
- | rERnnAL R e ;
- SECTIONS : EVES || g -
£ AND EARS AR RN
- i1 e
1 " r 5
I : i '-jﬂ.
., ]' 4 g S >
-\ 3
4 el )
: ; - i ; H—q—f .‘ -—
o 1 -
M L f ] I
:". ¥ L I
t - | ]
e o [T
| At }
i .r
: i i| [ 7HE BRAINS ARE CONSTANTLY
o : SLPPLIED BY HYPNOTIC DRLIGS
N TO KEEP THEM AT THE SAME
by LEVEL WHERE BRAINS LSUALLY
.. X0 * | | 4ee pueiNg iMaGINATIVE
= | | DREAMING STATE. UNDER
M\ SUEAMICAL HYPNOSIS THEY ARE
" : ALSO INSTRUCTED ON THE
: L TASKS TO BE PERECRMED.
B THOSE NEEDLES ON THE TOP
A OF EACH HEAD ARE ALPHA WAVE
' & PROBES, WE LSE THEM TC
CONSTANTLY MONITOR THEIR
STATUS. WE DON'T ALOW :
THEM TO WAKE LiP
= — e - — —— -
L : =
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YWHY DO YO
[ NEEDTO |
KEEP THEM
b ASLEEP? 4

HOW DO
YOU THINK YOU
WOULD FEEL, MR,

COWOULDN'T -
YOU BE JUST

() WIWW ZONE-H.




MEANWHILE ... FAR AWAY .
I FROM MATSLUMOTO'S
HEADPRUARTERS. ..

b

(o0 WWW JONE-H .ORS 2005 !




N THE BIeiTAL WORLE
=ET
CLUSTERMIND
READINESS =1

= QFPENING ALL
CONNECTIONS TO
THE MAPPED
INTERNET

- L0 -11?;"":.‘:? QNION
"'1.-" 3 MAP

~ ASSISNING
TARGET:
HOLLYBLIRTON INC.

~AS5/E a"'n."'!'u-:: sidB-
TARBETS

3 “"...LI"E'TEIE‘S I ie
if: OPEN SOLIRCES
RESEARCH

* CLUSTER 5 TO 8:
MAILSERVER
BRUTEFORCE

* CLUSTER 9 TO f4:
MASTER SERVERS
COMPROMISSION
* CLUSTER 15 TO
16: VERIFY THE
COLLECTED
POCUMENTS

(o) WWIW . ZONE




CLUSTER 3 — OPEN
SOURCES LINKE TREE
COMPLETED

CLUSTER & ANDP 7 — MAIL ‘iE.IE".'-"E.I?
ENLUMERATION COMPLETED

_r.. -vq:;_

T = §
i r;-?“ﬁ
BLILLANG, Al
_}#ﬁj%r

SN T

WARNING
CLUSTERMIND INTERRUPTED

CALSE: ELEMENT 12 NOT
RESPONSIVE
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OOHH BILLY BOY, YOU
ARE ALWAYS WAKING
P BREAKING THE

YOoUu MUST BE A 6000
BaY, LET PADPY SETS You
ASLEEP WITH A 8T OF
HYPNOTIC ENDORPHINS. ..

(o0 WWW JONE-H .ORS 2005 5




oo [SWEET DREAMS BILLY BOY... |

T
il i
g '] . S—
ou P 5 i

2 ke

...SWEET PREAMS

.?'

_
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ﬁ; “

413

A0 P TR4 y,
>
JEMIRE *

N

- ..
L £
e e - J
S n
- 5. . =
b, __

qug

- SUCCESSELLLY RE-ESTABLISHED
CONNECTION WITH ELEMENT 13

= CLUSTERMING RESPONSIVENESS
TEST: PASSED

- UNFREEZING SUSPENDED JOBS

() WIWIW ZONE-H.




THWG MONTHS LATER, 5Y5 AND DIVINE SHAPCOW ARE

BRIEFING EVIL ANGELICA ABOUT THE PEFCON CONFERENCE..

ol

T

AND YOL
; SHOULD HAVE SEEN -
7 THE FACE OF THE FED °°

BUYS SPOTTED
THANKS TO HIS SMTP
| .-j, ON THE CLEAR! THE
.7, DEFCON CROWD WAS
. LALUGHING SO LOUD
AT THE FINAL
%, CEREMONY...

.1:-

'.,'!

i |
Tl

THAT THE DPEFCON -".I ! ‘ - - : HIS FACE TS '."F-.'E

:.—_-a. il L

,' H.-!-r-Arﬂ-J I

STAND ON THE
STASE AND SHOW

[ TUcAN T S §

1_.1_ TMAGINE y. _...-AT B,

V. THE FED GLIY HAD™,
m ./ ENOLGH BALLS TO

L |
|1- e "

HACKER CROWD:! |
00D SPIRIT /=

k IHI:'E ED!
- ﬂ

a8 o
R

P
-

Y BY THE WAY, °

" HOW WAS Yollr |

. MEETING WITH |

FYODORT

IT WAS P
NICE IF ONLY =
¥ FYODOR WASN'T
| 20 WORRIED
| ABOUT HIS FRIEND
| BILLY WHOD WAS

KIDNAPPED
NEARLY TWO
MONTHS ASO

(20 WWW . JONE-H.ORS 2005

WELL, :
¢ WE HAD OUR
[ TRADITIONAL ' §

LUNCH AT THE  ——

~VEE HARD /
FEDCI:: CAFE .

18



7 alvys,
BELIEVE IT OR

/' NOT, T SENSE (*) AN 7

| INCOMING \
|« YIDEOCALL THAT |
| SEEMS TO ORIGINATE |
. FROM FYODOR'S |
\ HIDEOUT (**). | WILL /
~TRANSEER IT TO THE/
. HOLO-WALL -~

SEE EFISOPE ZEROD : PROLOGLUE

(0 HTTP. Y WIWW INSECURE ORS

ATEAH, A VERY™

+STRANGE STORY, ™,

)

THIS BILLY GUY
WAS KIDNAPPED |
AFTER A LOCAL |

| HACK-MEETING. HE |

1S AN NMAP CORE

DEVELOPER AND
TOP NOTCH ./

“._ HACKER -

9
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HELLG 5Y5, I SEE YOU HAVE
COMPANY, T HOPE I AM NOT
DISTURBING YOU

Luid¥ HEY FYODOR,

'3 DON'T WORRY!
il WE WERE JUST

Pk TALKING

LLAND ABOUT 598
BILLY, DO YOU s
HAYE ANY -
NEWS ABOUT .




I AM ACTUALLY CALLING
YOL ABOUT BILLY . |
RECENTLY STARTED TO
.E"E ZEIVE ON MY
PERSONAL SERVER A LOT
OF WEIRD PACKETS

THE INTERESTING THING
IS5 THAT SOME FACKETS
TRANSLATED IN ASCH
ARE CARRYING A
REPEATING PATTERN GF
CHARACTERS - IFMOINF

IEMGNF? WHAT
IS THIS? A KIND
ONYM?P
=T

RC BAN

A
N

IS WHAT I ALSC .""r{?a,-'SHT
"-., 1E BEGSINNING BLIT THEN [
REALIZED THAT IF YOU SHIFT BY
MINLS ONE IN THE ASCII TABLE
ALL THE RECEIVED CHARALTERS
THEY END LUIP FORMING THE
WORDS : "HELP-ME"

NOW, GIVEN THAT MY
'ﬁ"'ﬁl-".l":ﬁ“"‘- iP5 ENCHN
OMNLY TO A FEW FEOFPLE,
INOLLUEING BRLY, T
BELIEVE IT MIGHT BE HIM
TRYING TO DONTACT ME
ASEING FOR HELFP

OH 80D,
WHY TH'-:

HE MIGHT BE USING A LINE WITH STRONG CONTENT
FILTERS OR .E[-‘:E-‘-" WITH FULLY SUPERVISED TRAFRFIC.
THIS F::-.E.L-"'h =CRYPTO WAS PROBABLY HIS SOLUTION
TC GET Ais ;-'.-FES“'AGE THROLIGH THE FILTERS WHILE
STILL BEING SOMEHOW UNDPERSTOOP BY ME.

, - e
C) WWW JONE-H ORG 2005




() WIWW ZONE-H.

I'D LIKE YOU TO
DOLIBLE-CHECK THE
DUMP OF SLICH TRAFFIC,
| HAVE AN [DEA BUT |
WANT TO VERIFY

CAN YOU STORE THE
DUMPED TRAFFIC IF |
SEND IT TO YOU
RIGHT NOW 7

MO PRELEM
FYOQLROR, | AM
ALREADY
DUMPING THIS
VIDEQCALL
HEHE!

AHH, YOU MUST BE
EVIL, SY5 AND
DIVINE SHADOW
TOLD ME A LOT
ABOUT YOU IN

VEGAS... NICE TO

MEET You!

LET OUR
P BOYZ AT THE
OFFICE ANALYZE THE
VIL
i

MO, SEYPE

ISN'T SAFE,

IT CAM BE

USED FOR

" SE

8. PLIRPOSES
e

REALLY?
HoW?

B EXPLAIN TO
 YOU ANOTHER |
TIME, TRUST
ME




CONNEC .-"{3'.-"-.- ESTABLISHED..

— ANALYZED THE

AFTER THE GUYS
LUMPED TRAFFIC...

[

-

YUP, THIS [5
ALSO WHAT |
SOT AND
LNFORTUNATELY
| HAVE NO WAYS
TO CIRCUMVYENT
TOR

(") HTTP.//TOR EFF.ORS

HERE WE G0,
ANALYZING THE TRAFFIC WE
DISCOVERED THAT IT'S ALL
OMION-ROUTED LIKE IF THE
SOURCE NETWORE S

TUNNELING THECOLUGH AN
ANCNYMIZING TSOL Sh"‘H
AS TOR (*)

Doy

{C) WWW . ZONE-H.ORS 2005




—_—
——

S YES,
~~ WHAT FYODOR ™
/" DOESN'T KNOW IS
THAT WE POSSESS THE
ACCESS CODE TO
MATSUMOTO'S
NETWORK
CHIPS ()

il

. TL,IIS

ALLOWED US TO TRACE "~

T B EACH HOP OF THE

e ONION NETWORK |
DESPITE THE

ENCRYPTION

LAYER .
- h COOL! AND J/
HERE IS THE =

L ORI IE'IN-'-'.T NG

OH GLUYS,
YOU ARE
INDEED

SLURPRISING

ME!

IT SEEMS TON,

BE COMING
FREOM A
STRANGE

LOCATION IN |

n MALAYSIA

SEE EPISOPE ZERC: PROLOGLIE l

# MOUNT ™.
KINABALLL, A
OCEY
MOUMNTAIM
ON THE .
ISLAND OF
& BORNED
,,
- 1- '-

r =
m o ' el ",;;'5
T = d i VE
WHAT THE ETO &
HELL IS BILLY i _ AND FIND
DOING - : T

THERET

(o0 WWW JONE-H .ORS 2005 24




‘Ol READY
ME WITH

YEEPEE!

WHO Mt ~.~"T HELP
Us =

MAL ¥
_ L4I~I.-.1|"'1"l.-‘..-.

-I".i"|| 1|||_1 ll.|- ;;r:d“ =




SPOONFORK,
ARE YOU
READYF

" COOL MAN
THREE, .
TWO... ONE...

(20 WWW . JONE-H.ORS 2005
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T, '

WE HAVE TO
RUSH AWAY! .

SOON AS WE
TOUCH DOWN

POLICE ARE
COMING! AS

o=

(20 WWW . JONE-H.ORS 2005

FOR US!

" HEY, THEY
ARE LOQKING




SO LATE TO
| =T SYS AND |
| COMPANY. THEIR |
 AIRPLANE |
. SHOLLD HAVE
> " ALREADY
. LANDED -

S | AM ELUNNING
LIITLANG,
AHMNF AHNF, |

AM RUNNING!

Z
2
Z
{r"‘f
7

N\




o LATER ON, IN HITE'S HIPECQUT ...

"'WM/

~HEY GUYS, ™
" IT'S A REAL
PLEASLIRE TO

ef—— ; 1 ——— HAVE YOU HERE /e -
TN e i ==
| .-#-_ B . | i

: A S

) . .1 - _'ll-_r o

\ i, Wik S

""'I' '—{_'—T -

- -|. _.I - -

- :.' '_l. -5 g

o :' '_I - -

-: : '_J. e a

7 TERUTAMA
—— SEKAL| GADIS |
: T JELTA (Y
B e o MEN “IWHATEVER ™
o, /" YOU SAID TO
2 L | ME, DONT |
'\ EVEN DREAM /
> ABOUT T~

{C) WWW ZONE-H.ORE 2005

<" EASY
Y L23DTAWE,
EASY... YOU
. AREOMNA ——
THIN ICE WITH, -
HER

BT L 2 OHSYS
‘ S S DON'T WORRY,

| AM L.EED T ° .
E .

ug:-lm PRACEM'S / i

GEESE ;, HEY,

o "DION'T Yol kNow
B THAT SANDOKAN v e
AND JANEZ WERE .;‘“,:- READ THE CLASSIC

BAY? SALGARI'S NOVEL: THE
- TISERS OF MOMPRACEM

{*) ESPECIALLY YOU,
BEALTIFLL LAY

30



—F N sure Y
- 7 [AM Tl MATE, LET'S |
T REALLY maMOVE ALONG .

SANYWYAY WE™,
{ ARE HERE TQ
| HELP EYODOR |

\ FIND HIS
“ FRIEND BILLY

. WORRIED
\ ABOLT HIM

You
ARE FREE TO
LUSE OUR
EQUIPMENT, WE
HAVE TOP NOTCH |
\  GEAR, RIGHT
SPOONFORK?

YEAH, WE
ALSO HAVE
THE BEST
CONNECTION
AVAILABLE IN
MALAYSIA

(o0 WWW JONE-H .ORS 2005 =f




s = | BUESS :
b an® o ¥ o=, THE BEST THING 'Y
gy ame By TO DO IS A LITTLE
. METWORE MAPPING
== OF THE ORIGINATING
-2, POINT OF THE DATA
— FLOW THAT YOUR
ERIEND
IPENTIFIEDR

L=

i 3
WLl CONFIGLRE",
!  THELOAD "
BALANCER TO
GIVE YOL
MANTMLIM
BANDWIDTH o

WHAT ARE YRITR
| YOU GOING S
. TOUSE? S

| WILL
LUSE AN
UNRELEASED |
VERSION OF
MMAP

WHAT

ARE THE

DIFFERENCES
WITH THE

< THE MAIN . &

¢ DIFFERENCE [5

i THAT THIS !
VERSION

—~conmmmfEm  PROEES
R sfieen

. LAYERS e

(20 WWW . JONE-H.ORS 2005




SOON FYQDPOR SORTS
QUIT THE RESLLTS

B i

4 ;
S ] CAN'T e I
BELIEVE THE - -
RESULTS! THIS [ s

IS TRLLY
SCARY ...

",

WHAT DID
YOU GET,
FYODOR?

FIRST OF
ALL, MOST OF
THE RETURNED TRAFFIC IS
INCONSISTENT IN TIMING
AND MEANING, LIKE IF IT

WASN'T GENERATELD BY A

_ ETERMINISTIC MACHIME

“A BUT WAS HAND-TYPED BY

A DRUNE HLUMAN
CPERATOR

BUT THE MOST .
INTERESTING ., -
THING HAPPENED ! B
WHEN | STARTED A P
NORMAL . : e
PROGRESSIVE
. PORT-SCAN (-

I SENT
/SCAN PACKETS TC PORTY
/£ 1,2,34.58,7,8,9,0,1,1
ETC., BUT INSTEAD OF
RECEIVING MATCHING
RESPONSES | RECEIVED
THEM FROM PORTS: w

9,7,15,20,

(o0 WWW JONE-H .ORS 2005 I3




o

/ RATHER THAN A
; MATCHING THE PORT *
{ NUMBER OF MY |

QUERIES, RESPONSES |
\  WERE OFFSETBY A |/
. REPEATING PATTERN |
~OF 8-5-1i-16-13-5.

FUck!

W B-5-12-16-13-5
[ IN THE ALPHABET ||
Wy IS AGAIN:

‘% "HELP ME"

< NOWI
AM SLIRE,ONLY
BILLY COLLD
CONTACT ME IN
THAT WAY
EXPECTING HIS
CODES TO BE
.. DECYPHERED .

INTERESTING,
VEEERY VERY
INTERESTING...

{ WE MUST DO
e SOMETHING!

(o0 WWW JONE-H .ORS 2005 =







